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Trademark

VGA is the trademark of IBM.

Windows logo and Windows are trademarks or registered trademarks of Microsoft.

Other trademarks and company names mentioned are the properties of their respective
owners.

About this Document

This document is for reference only. Please refer to the actual product for more details.
This document serves as a reference for multiple types of products, whose specific
operations won’t be enumerated. Please operate according to actual products.

The user shall undertake any losses resulting from violation of guidance in the document.
In case that PDF document cannot be opened, please update the reading tool to the latest
version or use other mainstream reading tools.

This company reserves rights to revise any information in the document anytime; and the
revised contents will be added to the new version without prior announcement. Some
functions of the products may be slightly different before and after revision.

The document may include technically inaccurate contents, inconsistencies with product
functions and operations, or misprint. Final explanations of the company shall prevail.




Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get “hacked” is due to having weak or default passwords. It is
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of
special characters, numbers, and upper and lower case letters.

2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are able
to access the system.

2. Change Default HTTP and TCP Ports:

e Change default HTTP and TCP ports for systems. These are the two ports used to communicate
and to view video feeds remotely.

e These ports can be changed to any set of numbers between 1025-65535. Avoiding the default
ports reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your
devices and recorder.

4. Enable IP Filter:
Enabling your IP filter will prevent everyone, except those with specified IP addresses, from
accessing the system.

5. Change ONVIF Password:

On older IP Camera firmware, the ONVIF password does not change when you change the
system’s credentials. You will need to either update the camera’s firmware to the latest revision or
manually change the ONVIF password.

6. Forward Only Ports You Need:



e Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of
numbers to the device. Do not DMZ the device's IP address.

e You do not need to forward any ports for individual cameras if they are all connected to a recorder
on site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:
Those using SmartPSS to view their system and on a computer that is used by multiple people
should disable auto-login. This adds a layer of security to prevent users without the appropriate
credentials from accessing the system.

8. Use a Different Username and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using
a different username and password for your security system will make it more difficult for someone
to guess their way into your system.

9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and
functions they need to use to perform their job.

10. UPnP:

e UPnP will automatically try to forward ports in your router or modem. Normally this would be a
good thing. However, if your system automatically forwards the ports and you leave the credentials
defaulted, you may end up with unwanted visitors.

e If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.

11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.

12. Multicast:

Multicast is used to share video streams between two recorders. Currently there are no known
issues involving Multicast, but if you are not using this feature, deactivation can enhance your
network security.

13. Check the Log:
If you suspect that someone has gained unauthorized access to your system, you can check the
system log. The system log will show you which IP addresses were used to login to your system and

what was accessed.

14. Physically Lock Down the Device:



Ideally, you want to prevent any unauthorized physical access to your system. The best way to
achieve this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a
lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network
The network your NVR and IP camera resides on should not be the same network as your public

computer network. This will prevent any visitors or unwanted guests from getting access to the
same network the security system needs in order to function properly.



Overview

This document elaborates on structure, installation and system function of face recognition
access and time attendance terminal.

Symbol Definition

The following symbols may appear in the document. Please refer to the table below for the

respective definition.

Symbol

Note

It means highly potential danger. It will cause severe injury or
casualties if it fails to avoid.

L\

It means moderate or low potential danger. It may cause slight or
moderate injury if it fails to avoid.

A Cantion

It means potential risk. It may cause device damage, data loss,
weaker performance or other unpredictable consequences if it fails to
avoid.

It means electrostatic-sensitive device.

electric shock

It means high-voltage danger.

A Laser radiation

It means intensive laser radiation.

@=2 Tip

It means that it can help you to solve some problems or save your
time.

m Note

It means the additional information, which is the emphasis and
supplement of the main body.




The following description is the correct application method of the device. Please read the
manual carefully before use, in order to prevent danger and property loss. Strictly conform to
the manual during application and keep it properly after reading.

Operating Requirement

e Please don’t place and install the device in an area exposed to direct sunlight or near heat
generating device.

e Please don't install the device in a humid, dusty or fuliginous area.

e Please keep its horizontal installation, or install it at stable places, and prevent it from
falling.

e Please don’t drip or splash liquids onto the device; don’t put on the device anything filled

with liquids, in order to prevent liquids from flowing into the device.

Please install the device at well-ventilated places; don’t block its ventilation opening.

Use the device only within rated input and output range.

Please don’t dismantle the device arbitrarily.

Please transport, use and store the device within allowed humidity and temperature range.

Power Requirement

e Please make sure to use batteries according to requirements; otherwise, it may result in
fire, explosion or burning risks of batteries!

e To replace batteries, only the same type of batteries can be used!

e The product shall use electric wires (power wires) recommended by this area, which shall
be used within its rated specification!

e Please make sure to use standard power adapter matched with this device. Otherwise, the
user shall undertake resulting personnel injuries or device damages.

e Please use power supply that meets SELV (safety extra low voltage) requirements, and
supply power with rated voltage that conforms to Limited Power Source in IEC60950-1. For
specific power supply requirements, please refer to device labels.

e Products with category | structure shall be connected to grid power output socket, which is
equipped with protective grounding.

e Appliance coupler is a disconnecting device. During normal use, please keep an angle that
facilitates operation.

VI
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Face recognition access and time attendance terminal is a generation of more powerful face
recognition device that supports access control and attendance management. By integrating
face, fingerprint, card and password identifications, this device is suitable for offices, factories,
retail stores, schools and hospitals.

1.1 Functional Features

4.3-inch touch screen with 480x272 resolution rate displays software interface and
operation prompt, displays face frame and monitors maximum face in a real-time way, so
as to facilitate users to calibrate.

Adopt high-definition binocular camera, 2MP for visible light and 1.3MP for infrared light;
facial recognition distance is 0.3m~0.5m.

Support to recognize fake face picture and mobile phone face picture; support
self-adaptation to strong light environment.

Support 1:N face recognition, advanced face recognition algorithm, max. 1,000 or 3,000
face library depending on model, quick recognition speed and high accuracy rate.

Face comparison time is <1s; face verification accuracy is 298%.

Support face, fingerprint, card and password identification.

Support voice prompt.

Support max. 1,000 person’s local attendance statistics and max. 6 kinds of customizable
attendance events.

Support max. 30,000 users, 30,000 passwords, 30,000 cards, max. 1,000 or 3,000 faces
depending on model, and 3,000 fingerprints.

Store max. 150,000 records, for future query.

Support local login management, record query, device and face parameter setting,
recorded event import/export.

Built-in RTC, DST—daylight saving time, online update, NTP—network time protocol,
active registration, Wi-Fi and P2P.

IP55 protection. Avoid direct exposure to sunlight.

Operating temperature: -5°C ~+55°C, operating humidity: <95%.

A Cantion

To connect external power source, please use DC12V 2A power adapter and ensure that operating

temperature is within -5°C ~ +55C.




1.2 External Dimension

External dimension of the device is shown in Figure 1-1. The unit is mm.
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Figure 1-1



2.1 Packing List

Before installation, please check the package according to Table 2-1.

No. | Name Quantity Note
Device 1 -
Power adapter 1 DC12V 2A
3 Cable 4 -
4 M4x30 cross recessed 5 Fix the bracket to
pan head flat-end screw concealed mount
1 ba
gTSX18 self-tappin Without concealed
. -
5 Screw bag pping mount, fix the bracket to
screw, 4 .
. ) the mounting surface
e Expansion pipe, 4
6 Quick start guide 1 -

2.2 System Architecture

Table 2-1

Its system architecture is shown in Figure 2-1.
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2.3 Installation

Installation of the device is shown in Figure 2-2 and Figure 2-4.
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Figure 2-4
Drill holes according to the positions in Figure 2-3, and install expansion pipes into
holes.
Install the bracket.
e If there is a concealed mount, fix the bracket onto concealed mount with screw A.
e Without the concealed mount or good fixation, fix the bracket onto the wall directly
with screw B. Before fixing, embed expansion pipes at corresponding positions of
the wall.
Hang the device onto the hook of the bracket.
Insert screws from the device bottom, fasten the bracket and complete installation.

2.4 Panel and Port

The device is shown in Figure 2-5, Figure 2-6 and Figure 2-7. Ports of rear panel are described
in Table 2-2.
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Figure 2-7

Port

Note

CON1

Wiegand /RS485 input/output.

CON2

Electric lock output, door sensor and exit button.

CON3

Power port and network port.

CON4

Alarm input/output port.

Table 2-2

2.5 Wiring Description

From left to right, terminal number is 1~8, as shown in Figure 2-7.

2.5.1 Wiring Description of Wiegand /RS485 Input/output

m Note

This device works as a card reader, and can connect a card reader.

e Itis an output device when it works as a card reader.

e Itis an input device when connecting a card reader.

e Set input/output in “Main Menu > Connection > Wiegand”. Please refer to the user’s
manual for details.

e 1 door only supports to connect one type of card reader, 485 or Wiegand.

In CON1, corresponding terminals are described in Table 2-3.

Port No. | Mark | Cable Color Note
1 RD+ Red Positive pole of power
CON1 - Power output
i 2 RD- Black Negative pole of power
(\N(;eg 3 CASE | Blue Tamperproof
an
4 D1 White Wiegand D1 ) .
/RS45 - Wiegand input/output
8 5 DO Green Wiegand DO
. 6 LED brown Wiegand LED
input/o
7 Bl Yellow RS485- .
utput) RS485 input/output
8 Al Purple RS485+
Table 2-3
Type Connection Length
RS485 input/output CATS5E network cable, 485 connection 100m
Wiegand input/output CATS5E network cable, Wiegand connection | 40m

Table 2-4

2.5.2 Wiring Description of Lock, Door Sensor and Exit Button

In CON2, corresponding terminals are described in Table 2-5. Please select a proper
connection depending on lock type, as shown in Figure 2-8, Figure 2-9 and Figure 2-10. Door
contact and exit button connection is shown in Figure 2-11.




Port No. Mark Note
1 COM
2 NC Lock control output
CON2 lock 3 NO
(lock, 4 SR Door sensor
door  contact -
. 5 PUSH Exit button
and exit button) _
6 GND GND shared by door sensor and exit button
7 RX
Reserved
8 X
Table 2-5
+ 12V Power | —
COM
_|_ J—
= o |
%=—'//‘
|+ [ e
Figure 2-8
12V Power
COM
NC
NO
Figure 2-9
COM 12V Power
NG +
NO o[°

_|_

Figure 2-10




Door Contact

—_

SR

Exit Button

PUSH

GND

Ze O.;

Figure 2-11

2.5.3 Wiring Description of Power and Network Port

In CONS, corresponding terminals are described in Table 2-6.

Port No. Mark Note
1 12v »
Positive pole of power
2 12v
3 ERX- 100M network port
CON3 (power
4 GND )
and network Negative pole of power
5 GND
port)
6 ERX+
7 ETX- 100M network port
8 ETX+

Table 2-6

2.5.4 Wiring Description of External Alarm Input/Output

In CONA4, corresponding terminals are described in Table 2-7.

Port No. Mark Note
1 COM2 External alarm
External alarm output
2 NO2 output 2 .
port is able to connect
3 COM1 External alarm | .
CON4 (external siren etc.
_ 4 NO1 output 1
alarm input/ -
output) 5 GND External alarm | External alarm input port
6 ALM2 input 2 is able to connect smoke
7 GND External alarm | detector and IR detector
8 ALM1 input 1 etc.
Table 2-7

There are two types of external alarm output depending on alarm device. For example, IPC
adopts type 1, whereas siren adopts type 2, as shown in Figure 2-12 and Figure 2-13.




+ IE

COM Alarm Out
NO
Figure 2-12
+ a2
COM 12V Power
NO Alarm Out
+ o
Figure 2-13
External alarm input is shown in Figure 2-14.
GND
ALM?2 Alarm In 1
GND
ALM1 Alarm In 2
Figure 2-14
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3.1 Boot up

Plug in power, and press switch button on the left to boot up the device. The device displays a
white screen, and enters standby interface after 15s, as shown in Figure 3-2.

3.2 Device Initialization

Device initialization means to set admin, password and email during the first login. If the
password is not set, the platform will fail to add the device.

m Note

e “Admin” and “Password” are only used to add the device, without admin authority in
personnel management.

e If the admin password is forgotten, the password can be reset at the platform or ConfigTool
through Email.

e Password can be 8 to 32 non-null characters; it consists of capital letters, small letters,
numbers and symbols (except “”, ", %7, “.” and “&”). The password shall consist of 2 types
or over 2 types; “Input Password” and “Password Confirm” shall be the same. Please set a
high-security password according to password strength prompt.

Device Initialization

Admin  admin

Ut P

Fwd confirm

e-mail

Figure 3-1
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3.3 Standby Interface

Unlock the door and check attendance with face, card and password.
m Note

If you don’t operate in one interface for over 30s, it will return to standby interface.

Date and Time Attendance USB Network

i

R A

] O

Function Key Main Menu Password Super Password
Figure 3-2

m Note

Customize the attendance event in “Features > Fn Key”. Please refer to the user’s manual for
details.

3.4 Main Menu

At standby interface, press @ and the screen will display main menu interface, as shown in
Figure 3-3.

12



Main Menu

B &Y &

Access Attendance Connection System

m e ¢ &

USB Features Record Auto Test  System Info

Figure 3-3

3.5 User

Add access and attendance users, customize department name and set super password.

3.5.1 New User

Add a new user, including user ID, name, fingerprint, card number, password and face, so the

user can unlock or check attendance with fingerprint, card or password. The system supports
max. 30,000 users.

Step 1 Select “User > New User”, and the screen displays Figure 3-4.

New User

Figure 3-4

Step 2 Press corresponding parameters to enter the info, and press to save the setting.
Please refer to Table 3-1 for details.

13



Parameter

Note

User ID Enter user ID, max. 8-digit number.
Name Enter username, max. 32 characters.
Collect fingerprints. One user can collect max. 3 fingerprints and every
fingerprint shall be verified for 3 times. Please operate according to voice
prompt. It will prompt “Added Successfully” on completion.
After success, pop up “Set to be duress fingerprint?” dialog box. After
FP setting it to be duress fingerprint, duress alarm will be triggered if this
fingerprint is used to unlock.
m.\lote
It is suggested that the first fingerprint should not be set to be duress
fingerprint.
Collect face. According to voice prompt, put your face in the frame and
start registration.
Face During registration, please move your head slowly back and forth, turn left
and right within a small range. The registration process takes about 15s.
Please refer to “G5iRIRIRBIGI HIR. HiRIKRIREI5IHIR. ~ for details.
card No. Enter card no. or put the card in card-swiping area, the system will
recognize the card no. automatically.
Pwd Enter password, supporting 1 ~8 digits of number.
e Period: select preset access period. Please refer to “di%! KR35 H
. HERKRBIBIHE. ” for details.
e Card type: select card type.
<& Ordinary card
There is no limitation on number of times.
< VIP card
There is no limitation on number of times. When the VIP
cardholder comes in, the software platform prompts service
personnel.
& Guest card
There is limitation on number of times. This card will lose efficacy
beyond the number of times.
Access

<& Patrol card
Swipe the patrol card anytime and record card-swiping info. It
cannot unlock the door successfully.
<& Blacklist card
There is no limitation on number of times. When the cardholder
comes in, the background prompts service personnel.
<& Duress card
There is no limitation on number of times. It can unlock normally,
but the system produces and uploads alarm info to management
center.
e Number of times is only valid to guest card.
e Valid period: set the valid period of access control.

14



Parameter Note

e Photo

photo.
e Department

Users check attendance according to department shift.
e  Shift

department where the user belongs to.
Attendance

B, 7 for details.
e User Level

m Note

<& User: only have use authority.
¢ Admin: login the system to configure.

Take a photo. When swiping a card, the screen displays the user’s

¢ Department shift: check attendance according to the shift of

¢ Personal schedule: check attendance according to personal

schedule. Please refer to “eE iR R BIG| HIE. HiRIKRBIGH

This authority is valid globally, not just valid to attendance management.

Table 3-1

Step 3 After parameter configuration is completed, press .

The screen prompts “Do you want to save settings?”
Step 4 Press [Yes] to save and complete configuration.

3.5.2 User List

Search users in the system; modify and delete user info.

Select “User > User List”. User info, if any, will be displayed as shown in Figure 3-5.

& User List A v Q=
User ID Name Verify User Level
Jimmy O7F o Admin
B User

2 User
n | .:-t_—.![

Figure 3-5
e “lcons under “Verify” represent the user’s available verification mode.

O : face verification.
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F
<o : fingerprint verification.
& EI: card verification.

o : password verification.

e User level displays the user’s level, including user and admin.

Edit User Info

Step 1 Select the line of the user to be edited.
The screen displays “Edit User Info” interface, as shown in Figure 3-6.

& Edit User Info

User |D
Name Jirmmy
1

FTRRENRES

Figure 3-6

Step 2 Select a corresponding parameter to edit and modify it, and press .

The screen prompts “Do you want to save settings?”
Step 3 Press [Yes] to save and complete configuration.

Search User

Click E! and the screen displays “Search User” interface, so as to search user info according

to user ID. Select a corresponding parameter to edit and modify it.

Delete User

Select a user and click E to delete it.

‘m Note

Press BN and 4 to page up and down.

16



3.6 Unlock Mode

Unlock mode includes any combination unlock, unlock config by period and group combination
config.

3.6.1 Unlock Mode

Unlock with any one or multiple combination of card, fingerprint, face and password.
Step 1 Select “Access > Unlock Mode > Unlock Mode”.
Step 2 Press up and down button to select the combination mode.
e |/ represents “or”. For example, card/fingerprint means that the door can be
unlocked with card or fingerprint.
e + represents “and”. For example, card + fingerprint means that the door can be
unlocked by swiping card first and then pressing the fingerprint.

Step 3 Press . The screen prompts “Do you want to save settings?”

Step 4 Press [Yes]. The system returns to “Unlock Mode” interface.
Step 5 Press the switch after “Unlock Mode” to enable.

o [@]: enable.
o [ disable.

3.6.2 Unlock by Period

Set different unlock modes for different periods. For example, period 1 selects unlocking by
card, whereas period 2 selects unlocking by fingerprint.
Step 1 Select “Access > Unlock Mode > Unlock by Period”.

The screen displays Figure 3-7.

&« Unlock Config by Period
S
MACH FPeriod 1 oo 00

TUE Feriod 2 oo 0o

WED Period3 00 : 00 230y Card
THU Feriod4 00 - 00 23 0 09 Card
FRI
SAT

Figure 3-7
Step 2 Press a period, set the time, and press the unlock mode to select it.

Step 3 Press . The screen prompts “Do you want to save settings?”

17



Step 4 Press [Yes]. The system returns to “Unlock Mode” interface.

Step 5 Press the switch after “Unlock by Period” to enable.
e [@ED): enable.
o [GEH disable.

3.6.3 Group Combination

Set to unlock after authorized by multiple users or user groups.
Step 1 Select “Access > Unlock Mode > Group Combination”.
The screen displays Figure 3-8.

&« Group Combination Config B

Group No User Unlock Mode Valid User

01 Jimmy, mustafa... Carc 2

Figure 3-8

Step 2 Press @ to add a group. Please refer to Table 3-2 for details.

The screen displays Figure 3-9.

Add Group

Figure 3-9

Parameter Note




Parameter Note

Add users to the new group.
1. Press [User].

2. Press @ in the pop-up interface.

User 3. Press to enter user ID.

Repeat Step 2~ Step 3 and continue to add users. Max. 50 users can
be added.

4. Press , and press [Yes] to save according to interface prompt.

Select unlock mode, including card, fingerprint, password and face.
5. Press [Unlock Mode] to select the mode.

Unlock Mode
6. Press , and press [Yes] to save according to interface prompt.
The door can be unlocked after valid users unlock.
e Valid user cannot be greater than total number of user.
i e When valid user equals to total number of user, the door can be
Valid User

unlocked after all members of the group unlock.
e When valid user is less than total number of user, the door can be
unlocked after any members of the group reach valid user.
Table 3-2

Step 3 Press . The screen prompts “Do you want to save settings?”

Step 4 Press [Yes] to complete group combination config.

3.7 Lock Holding Time

After a card is swiped, the lock is kept open for some time and is closed automatically after the
time. The unit is second.
Step 1 Select “Features > Lock Holding Time”, and the screen displays Figure 3-10.

Lock Holding Time

19




Figure 3-10

Step 2 Enter “Lock Holding Time” and press to save the setting.

3.8 Network Configuration

Step 1 Select “Connection > Network Configuration”, and the screen displays Figure 3-11.

Network Configuration

Figure 3-11

Step 2 Select adding mode according to actual situation.

1.

IP Address
Select “IP Address”, and the screen displays Figure 3-12.

& IP Address

=

* Address

Subnet Mask

(>

D

P

2.

ateway IP Address

HCP

P

Figure 3-12

According to actual situation, configure parameters by reference to Table 3-3.

Parameter

Note

20



Parameter

Note

IP Address, Subnet

Set device IP address, subnet mask and gateway, ensure that IP
address and gateway are in the same network segment, and press to

Mask and Gateway
IP Address save.
, DHCP: Dynamic Host Configuration Protocol.
Enable/Disable . . . p
DHCP Enable DHCP function and obtain IP address automatically. Then, “IP

Address”, “Subnet Mask” and “Gateway IP Address” cannot be set.

Enable/Disable P2P | carry out port mapping or deploy transit server, so as to manage the

During use, it is unnecessary to apply for dynamic domain name,

device easily and conveniently.

3.

Table 3-3

Press to save the setting.

Active registration is a reserved function.
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